Recently, Wireless Sensor Networks (WSNs) have emerged to provide a variety of important applications with low cost sensors. The task of the sensors is to collect data and send it to the sink node which delivers the data to a task manager. However, these sensors have limited power and thus limited lifetime. Another important consideration in WSNs is the level of security. Transmitting data from node to another can risk the security of the data.
I. INTRODUCTION Wireless Sensor Networks (WSNs) have gained increased attention in the recent years due to its various useful applications such as healthcare field, traffic control, and military fields [1] . WSNs contain a large number of wireless sensor nodes that are designed to sense and collect important data in order to process them and then send them to the sink node [2] . A typical sensor network consists of many scattered sensor nodes that can communicate with each other. These scattered nodes collect data and route it to the sink node where the later communicates through satellite or Internet with the task manager. Sensors are designed limited supply of power which affects the transmission [3] . Fig. 1 illustrates the architecture of WSNs. In WSNs it is very difficult to recharge the battery used which has a limited energy. As a result, considering the energy consumption is a critical factor in WSNs [4] . To take the most advantage of wireless sensor network, the data transmitted over the network should be delivered and routed in a safe manner to ensure the validity and the efficiency of the network. Security is a crucial factor in WSN where the existence of secure routing protocols affects the WSN's security. There are several routing protocols that are deployed in Mobile Ad-Hoc Network and WSNs that are used for routing the packets between wireless devices. Wireless Routing protocols (WRP) are classified into three categories; proactive protocols such as DSDV, on Demand routing protocol (reactive), and Hybrid routing (combination of proactive and on demand) [6] . On Demand routing also known as Reactive routing is one of the important protocol types that helps in reducing the wireless traffic by generating path request on demand [7] . Proactive Routing is a table driven protocol where every node maintains a table to register the next hop entry and the number of hops needed to reach the destination [8] . Hybrid protocols use the characteristics of both proactive and reactive protocols to make routing smoother and scalable. Hybrid protocols try to overcome the deficiencies of the other two classes of routing protocols [9] .
However, when applying such protocols many attacks could occur by malicious nodes which cause to disturb the efficient functionality of the network. As a result, in order to ensure that the network provides its services without any problem, a trust based protocol helps to resolve this issue. Based on the trust level, each node communicates with its neighbors [5] . Trust can help to sustain the stability of the network and enhance the communication process between nodes. In addition, trust can be implemented to reduce the size of the data sent from node to node and thus decrease the needed power consumption. As the trust level at each node increases, less encryption or cryptography is used.
In this paper, we propose a trusted and energy efficient routing protocol (TERP). Applying the trust concept to DSDV protocol helps to increase the security level of the network as it will avoid any misbehaving actions and denying malicious nodes. Trust also can be used to increase the life of the network as it reduces the power consumption by using less encryption with the trusted nodes.
The rest of this paper is structured as follows: section II presents the related work. Section III, introduces the trust concept with in-depth discussion. Section IV, proposes a new trusted and energy efficient routing protocol (TERP) to be deployed in WSN. Section V, discusses and analyzes the results. Finally, section VI, offers conclusions based on simulation results. 
II. RELATED WORK
When dealing with WSNs, security and energy consumption are great aspects since both have direct impact on the authenticity, integrity, and functionality of the network. As a result, many researchers have paid attention to the need for improving the security level of the network to avoid the existence of misbehaving nodes. Authors in [13] have proposed a secure and energy efficient multipath routing protocol called SEER. SEER protocol uses the base station that discovers several paths to the source of the data where it finally selects one of them for communication purposes. This protocol updates each node with the remaining energy on a dynamic basis in order to select the appropriate path from the multipath chosen. The advantage of such protocol is to reduce the extra overhead needed for maintaining the route, and extend the sensor network's lifetime due to the efficiency of the level of energy consumption [13] .
The security of information exchanged between two nodes is a strong factor especially in military fields. SAODV is a secure routing protocol that assures the information security as well as the energy efficiency. This protocol is based on the classic AODV protocol but several mechanisms are added to deal with security issues such as AES encryption standard, digital signature mechanism, and RSA public-key encryption [14] . In addition, many papers have discussed the importance of SAODV protocol and provided some enhancements. In [15] , author has enhanced the existing SAODV protocol to deal with serious attacks from malicious nodes that are already have been authenticated by the network. This protocol is called SAODV-SDDO. In order to detect these malicious nodes, a cryptographic mechanism and a reactive approach have been used. he basically added Intrusion Detection Mechanism (IDM) and Trust Based Mechanism (TBM) to the SAODV protocol [15] .
Moreover, the authors in [16] have discussed various issues regarding trust management in WSNs. They came up with a novel trust aware routing protocol that uses both direct and indirect trust. It has monitoring component with several trust metrics such as network-ACK, data confidentiality, reputation validation, data integrity, and remaining energy. The proposed routing protocol uses three control messages which are BEACON, REPREQ and REPRES. Each node calculates the trust value by using the trust metric and then a weighted trust value is computed as a direct trust value which indicates the level of trust in the network and thus avoids and detects many attacks [16] . In [17] , a new trust scheme has been proposed which is based on cross-layer concept. This scheme is called Trust-Based Cross-Layer Model (TCLM). It uses the ACKs from data link layer and TCP layer in order to promote a trust model that avoids the malicious nods and ensures the trusted route from source to the sink [17] .
Furthermore, authors in [18] have proposed a trust based secure data aggregation approach which is called Social Estrangement Trust Management model (SETM). They paired Order-Preserved Encryption Scheme (OPES) with Sigmoid trust Model. The advantages are as follow: using a secured and trusted data aggregation model, dealing with attacks, and providing a keyless behavioral observation. SETM is important in WSN since it allows nodes to adjust themselves and pay attention to their neighboring nodes and their trustworthiness level [18] .
III. TRUST
The existing wireless routing protocols such as Destination Sequenced Distance Vector (DSDV), Dynamic Source Routing (DSR) and Zone Routing protocol (ZRP) are vulnerable to be broken and compromised since they do not have a mechanism to detect malicious nodes that misbehave [10] . Especially, if the attack is internally and comes from a node or more that are inside the network.
Misbehaving is not only caused by malicious nodes but also it can be done if the buffer of a node is fully occupied by packets and started to drop all new incoming packets [10] . Moreover, for instance if the node is running out of power, it could drop some packets or the node itself is broken.
By applying trust, malicious or misbehaving nodes can be avoided during the operation of routing between the sender and receiver which results in guaranteeing that routing data or data packets are delivered as expected. On the other hand, trust could also decrease the size of data or packets between the nodes. For example, if the trust factor is high, low cryptography can take place and this leads to reducing the amount of bandwidth.
Wireless sensor networks have a limitation on bandwidth, security and energy [11] . Therefore, applying the concept of trust improves these aspects which lead to a better overall performance of the network.
A. What is trust?
Trust in real life is simply when someone (node) acts as expected. Trust is a replacement of knowledge and also it is built on previous experience. In addition, trust might be used to shift risk from someone (node) to another. There are two types of trust; direct and indirect [11] .
The direct relationship is when trust taking place between two nodes. However, the indirect relationship when node 1 trusts node 2, and node 2 trusts node 3. Therefore, node 1 should trust node 3 but this is not always working because the limitation of the scope is an issue in the existing reputation systems. 
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In the indirect relationship, since there is no trust between two nodes and at the same time, a third party trusts both of them. This third party which is a node could act as guarantor between the two nodes that have untrusted relationship between them which means moving the risk from node to another. But of course, the guarantor node gains some benefit in return. For example, the node that asked for the guarantor should act as a guarantor node itself for some time in future as a form of payback.
B. How to calculate the trust factor?
There are several ways to calculate the trust factor and this is based on the need of trust. Many aspects and matrices are involved. One of the most important aspects that play a serious role is the data value. In other words, how important is the data that is going to be sent from the sender to the receiver. For example node 1 wants to send location packets to node 2 and it has a trust factor of 10 for node 2.The scale used is from 0 to 10. Trust factor 10 means that node 2 is completely trusted by node 1 and the value of data is low. So node 1 can use no encryption as shown in Table I . However, if node 1 has a trust factor of 5 for node 2 and the value of data is medium, node 1 is going to use high encryption as shown in Table I .
Energy is another aspect that should be taken in account when trust factor is calculated because it indicates how many bits the node can send or forward before it is down. Also, previous experience between nodes is influential in trust factor calculation since it shows the general direction of trusting and if the trust factor is increasing or decreasing.
IV. PROPOSED WORK
The Proposed work provides information of how the analysis was achieved and how the results were calculated by comparing the performance of the existing DSDV and the proposed trusted and energy efficient routing protocol (TERP). The proposed work is evaluated based on power consumption, drop ratio, delivery ratio, average delay, and delay jitter. The simulation scenarios are conducted by using NS-2 simulator.
Delay is the time duration that packet need to be received at the destination. Delay can be divided into three types. The first one is called queuing delay which is the time duration that any packet has to wait inside a node to be transmitted. Second, propagation delay is the time duration that the first bit of a packet needs to be transmitted at receiver. Finally, transmission delay is the time taken for the whole packet to be transmitted at the receiver. The sum of the three delays is called total delay or latency [12] .
Packet loss takes place when a packet cannot reach its destination for any reason such as network connection problems, lack of bandwidth, link failure or human interference. It can be a combination of these reasons [12] . Fig. 2 , demonstrates a scenario where there are trusted and untrusted nodes in the network. In this scenario, packets are delivered using the shortest route to the destination if the nodes in this route are trusted. Otherwise, the second best trusted route is used. In Fig. 2 , node 3 is avoided because it is not trusted by the network regardless it has a shorter route to the receiver compared to node 4.
A. The First Simulation Scenario
This simulation judges the power consumption of sensor nodes such as sender, receiver and middle nodes in a wireless network that consists of 11 nodes using CSMA/CA protocol on its MAC layer. Packets are transmitted from N0 to N4 for 400 seconds and each node has an initial energy of 120 mw as shown in Fig. 3 . Based on what route the packets will follow, the nodes of this route are going to use energy when they send, receive, or forward packets as represented in Fig. 4 . At the end of the simulation, there will be an indicator (remaining energy) that presents information of which nodes will have more traffic compared to others as shown in Table II. Table II, shows the power consumption level of each node using the untrusted DSDV routing protocol. This implementation was conducted using the DSDV and the proposed protocol TERP which has three levels of trust: high, medium and low. Using different levels of trust help to compare the power consumption of each node for TERP routing protocol versus untrusted DSDV routing protocol. Table III shows the power consumption when TERP routing protocol is used with low trust level. As shown in Fig. 5 , the power consumption of untrusted DSDV protocol is a little bit higher than the power consumption of TERP routing protocol with low trust level. Table IV , shows the energy remaining at each node using TERP routing protocol with a medium trust level and also shows the power consumption percentage used at each node. The power consumption in this case is better than using TERP with low trust which is much better than using the untrusted DSDV. Similarly, increasing the level of trust saves power and reduces the consumption level at each node as shown in Fig. 6 . TERP with high trust level can reduce the power consumption and save energy for a longer network life. As shown in Fig. 7 . TERP shows a better performance in terms of saving energy as it reduces the power consumption percentage compared to the untrusted DSDV. Table V , summarizes the energy remaining at every node along with the percentage of power consumed. As shown in Fig. 8 , TERP with high trust level consumes less power compared to untrusted DSDV and low trusted TERP. Therefore, using TERP with high or medium level of trust can defiantly save a lot of energy and enhance the life of the whole network. 
B. The Second Simulation Scenario
This simulation scenario is used to examine the performance of the number of dropped packets, dropped ratio, delivery ratio, average end-to-end delay, and delay jitter. There are 11 nodes that are created in this scenario. The nodes act as sensor nodes in a wireless network that are using CSMA/CA protocol. The sender node, which is n0, is going to transmit packets to the receiver node n4 at time 100 seconds and it will stop transmitting at time 500 seconds as shown in Fig. 9 . Also, node n3 at time 300 seconds starts misbehaving by dropping packets. The number of packets sent per second is increased to calculate the performance metrics in different environment situations. This implementation was applied using the existing DSDV and the proposed protocol TERP. Results of both protocols were collected and compared to each other to know which one is performing better.
1) Drop Ratio:
The drop ratio indicates how often packets are dropped in the network during the simulation time. Table VI shows the number of sent packets which are 8000, 16001, 32001, 64000, and 128000 packets and it also summarizes the number of received packets and dropped packets, and the drop ratio of untrusted DSDV in each case. The drop ratio is calculated using (1) .
(1). Table VII . Again as the number of sent packets increases, the drop ratio increases as well. However, comparing TERP with DSDV, TERP has much better drop ratios as it happens to drop less number of packets as shown in Fig. 10 .
As shown in
2) Delivery Ratio
Delivery ratio indicates how many packets are received compared with the number of sent packets during the simulation. Using untrusted DSDV and TERP protocols lead have different delivery ratios. The delivery ratio is calculated using (2) .
(2).
Table VIII provides the delivery ratios for both DSDV and TERP routing protocols. Sending 8000 packets has a delivery ratio of 50%, where it is 91.51% using TERP protocol. As the number of sent packets increases, the delivery ratio decreases. However, with TERP, the delivery ratio is much better compared with DSDV protocol. For example, sending 16001 has resulted in 47.65% and 82.71% for DSDV and TERP respectively. Therefore, using the proposed TERP helps to maximize the number of received packets and thus increases the delivery ratio as shown in Fig. 11. Fig. 11 , compares the delivery ratio of untrusted DSDV and TERP protocols where it highlights the difference in the performance of both protocols. TERP has a higher delivery ratio than DSDV and reaches about the same level when sending a large number of packets such as 128000 packets. Table VIII provides the delivery ratios for both DSDV and TERP routing protocols. Sending 8000 packets has a delivery ratio of 50%, where it is 91.51% using TERP protocol. As the number of sent packets increases, the delivery ratio decreases. However, with TERP, the delivery ratio is much better compared with DSDV protocol. For example, sending 16001 has resulted in 47.65% and 82.71% for DSDV and TERP respectively. Therefore, using the proposed TERP helps to maximize the number of received packets and thus increases the delivery ratio as shown in Fig. 11. Fig. 11 , compares the delivery ratio of untrusted DSDV and TERP protocols where it highlights the difference in the performance of both protocols. TERP has a higher delivery ratio than DSDV and reaches about the same level when sending a large number of packets such as 128000 packets. Figure 11 . Compares the delivery ratio for both untrusted DSDV and TERP routing protocols Table IX gives the average delay for both DSDV and the proposed TERP protocol. As shown in Fig. 12 , the average delay values for the TERP are higher than those for the untrusted DSDV over an interval. When the interval is 0.05, the average delay of DSDV is 0.0249 seconds while it is 0.0274 seconds using TERP. This is due to more information is sent to the trusted nodes without encryption which takes longer delays to process. However, in the case of untrusted nodes, only relevant encrypted information is sent and hence it is processed faster. Also as shown Fig.12 , as the interval decreases, the average delay increases as well.
3) Average End-to-End Delay
4) Delay Jitter:
In order to calculate the delay jitter, the maximum and minimum delays for a packet at each interval are needed as in Table X . Fig. 13 shows the delay jitter for both DSDV and TERP protocols. As expected, the trusted nodes take longer time than the untrusted nodes because of the amount of information sent to each node. When the interval is 0.003125 the delay jitter for DSDV is 1.4375 seconds where it is 11.668 seconds for TERP as provided in Table XI . As a result, as the interval decreases, the delay jitter increases. 
V. ANALYSIS OF RESULTS
Results show that TERP which is based on is performing better than the existing DSDV. The remaining energy in nodes after the simulation is higher than those used DSDV without trust. In other words, trust saves more power. The main reason why trust improves the power consumption is that it reduces or even removes cryptography in case of high trust from transmitted packets which results in that nodes need to transmit fewer bits for each packet than usual. This leads to less energy consumed in nodes. For instance, the sender node n0 saved 17.31% of its energy in case of using high trust. Also the receiver node n4 saved about 6.47% of its power and the energy that being saved in middle nodes was up to 15.62% as shown in Table II, and Table V . These results demonstrate that trust can improve the lifetime of a sensor network.
Moreover, based on our findings, TERP is performing much better than DSDV without trust. For example, when node n3 starts misbehaving and dropping packets, the existing DSDV does not have the mechanism to detect weather n3 is misbehaving or not. Therefore, DSDV without trust will think n3 is still acting in a good way and will continue to transmit packets to it while n3 is misbehaving. However, the proposed protocol TERP detects that n3 is not acting as expected. So, n3 is removed from the trusted nodes and added to the untrusted nodes. Furthermore, the proposed solution recalculates the route to the destination using only the route that all its nodes are trusted. Delivery ratio can be improved up to almost the double in the trusted scenario as shown in Fig. 11 . However, the average end-to-end delay and delay jitter are increased in TERP due to more packets are and time duration needed to recalculating routes to the destination that does not have untrusted nodes as shown in Fig. 12 .
VI. CONCLUSION
In wireless sensor networks (WSNs), saving energy is challenging as it is hard to recharge or replace the sensors used. This paper proposes a trusted and an energy efficient protocol called TERP that helps to maximize the network life. Simulation results show that TERP reduces the power consumption compared to the existing routing protocol DSDV using the trust concept. The more the level of trust is, the less encryption is needed. Three levels of trust are discussed in depth and compared to DSDV in terms of power consumption. Other factors such as drop ratio, delivery ratio, average delay, and delay jitter are also analyzed and discussed. TERP has less drop ratio and more delivery ratio than DSDV.
